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What is Cisco Performance Routing?
� Cisco® P e r f or m a n ce  R ou t in g  ( P f R )  u t il iz e s a d v a n ce d  
p a t h  se l e ct ion  a n d  a d a p t iv e  r ou t in g  t e ch n iq u e s t o 
e n a b l e  a  p e r f or m a n ce  a w a r e  n e t w or k

Best performing path selection
A pplication aw are
S oft error mitigation
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ISPA

ISPB

ISPC

ISPD

ISPF ISPG

Internet

$$$$$$$

MPLS
A T M

F r a m e  r e l a y

ISPE

N etw ork  Performance Chal l enge
• N e t w o r k  a v a i l a b i l i t y

R ou ti ng  i nd i c a tes  rea c h a b i l i ty ,  b u t:
� B l a c k -h ol es
� B row nou ts
� C ong es ti on

• N e t w o r k  p e r f o r m a n c e
B es t p a th  not a l w a y s
b es t p erf orm i ng  p a th

• L o a d  d i s t r i b u t i o n
O v er a nd  u nd er u s ed  l i nk s

• C o s t  m a n a g e m e n t
C ontrol  tra ns p ort c os t
a nd  ef f i c i entl y  u ti l i z e a l l  p a th s

“T h e  n e t w or k  is u p ,  b u t  a r e  a p p l ica t ion s w or k in g ? ”
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Small 
O f f i c e

But, are the applications 
perf orm ing  ad eq uately ?

E-M a i l

E nterp rise WA N  Chal l enge

H e ad q u ar t e r s

B r an c h  
O f f i c e

I n t e r n e t  V P N

MPLS
A T M

F r a m e  r e l a y

T w o p a t h s,  t w o p r ov id e r s W A N  a v a il a b il it y
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IM

I nternet Presence Chal l enge
• O n li n e  b an k i n g
• C u s t ome r  s e r v i c e
• E-mai l h os t i n g
• O n li n e  t i c k e t i n g
• I n s t an t  me s s ag i n g
• O n li n e  c at alog
• N e w s  an d  w e at h e r
• I n t e r n e t  v oi c e
• A p p li c at i on  h os t i n g
• O n li n e  mu s i c
• O n li n e  v i d e o

w w w . f oo. c om ISPA

ISPB

ISPC

ISPD

ISPF ISPG

ISPE

Internet

ISP1

ISP2W e b
E-M a i l

But, is the user ex perience a g ood  one?

M u l t ip l e  I S P s I n t e r n e t  a v a il a b il it y
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N etw ork  and  A p p l ication E v ol ution

T h e  N e t w o rk  i s  t h e  p l at f o rm  f o r ap p l i c at i o ns  t o d ay

N e t w or k  d i v e r s i t y  f or  b ac k u pO u t -of -b an dB ac k u p
L i v e  s t r e ami n gD e lay e d ,  b at c h e d ,  or  r e p lay e d

I n t e r ac t i v e  s e r v i c e sN on i n t e r ac t i v e  s e r v i c e s
B an d w i d t h  h u n g r yB an d w i d t h  c on s e r v at i v e

I n t e r n e t  b r oad b an d ,  L 3 V P N ,  
L 2 V P N ,  I P s e c ,  an d  D M V P N

B as i c  t e le p h on e  s e r v i c e ,  P ST N ,  
A T M ,  f r ame  r e lay ,  an d  P P PW A N

N e t w or k  p e r f or man c e  
f lu c t u at i on s  b r e ak  ap p li c at i on s

N e t w or k  p e r f or man c e  
f lu c t u at i on s  w e r e  n ot  of  c on c e r n

R e ac h ab i li t y  an d  n e t w or k  
p e r f or man c e  r e q u i r e d  f or  
ap p li c at i on  p e r f or man c e

R e ac h ab i li t y  i s  s u f f i c i e n t

A p p li c at i on  
r e q u i r e me n t s

C u r r e n tH i s t or i c
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A p p l ication and  S erv ice Consid erations 
for B usiness-Critical  N etw ork s T od ay
� A v oi d a nc e of  netw ork  p rob l em s

H ots p ots ,  c ong es ti on,  f a i l u res ,  a nd  s u b op ti m a l  p erf orm a nc e
� R es p ons i v enes s to c ri ti c a l  a p p l i c a ti ons

T i m e a nd  d el a y  s ens i ti v e:  v oi c e a nd  i nd u s tri a l  a p p l i c a ti ons  
( i e:  tra d i ng  f l oor)
L os s  s ens i ti v e:  v i d eo a nd  c i rc u i t em u l a ti on
D a ta  c enter tra f f i c :  S tora g e A rea  N etw ork  ( S A N )  ex tens i on a nd  
Internet s erv i c e p rov i d er l oa d  b a l a nc i ng

T ra ns a c ti ona l  tra f f i c :  E -c om m erc e tra ns a c ti ons  a nd   
a u tom a ted  b u s i nes s -to-b u s i nes s  a nd  E nterp ri s e R es ou rc e 
P l a nni ng  ( E R P )

� F u l l  u ti l i z a ti on of  netw ork  res ou rc es
E f f i c i ent d i s tri b u ti on of  tra f f i c  b a s ed  u p on l oa d
T ra f f i c  op ti m i z ed  b a s ed  u p on c i rc u i t c os t p rof i l es
M i ni m i z a ti on of  u nd eru s ed  ex p ens i v e W A N  p a th s
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R esource U sag eS of t E rror D etection

E nterp rise N etw ork  Concerns

• C o nc e rn
o T h e  n e t w or k  i s  s low

• W h y?
o C ou ld  b e  c au s e d  b y  b r ow n ou t s ,  
c on g e s t i on ,  d e v i c e  an omaly ,  
or  s e r v i c e  p r ov i d e r

• C i s c o ® P f R  s o l ut i o n
o D e t e c t  e x c e s s i v e  los s :
R e p or t  an d  r ou t e  ar ou n d  
p r ob le m ar e a

o D e t e c t  e x c e s s i v e  d e lay :  
R e p or t  an d  r e r ou t e  t o low e r  
d e lay  p at h

o D e t e c t  b lac k  h ole  r ou t i n g :  
R e p or t  an d  r ou t e  ar ou n d  

• C o nc e rn 
o U n d e r u s e d  c i r c u i t s  an d  
e q u i p me n t

• W h y?
o M i n i mi z e  e f f e c t  of  f ai lu r e
o L oad  b alan c i n g  li mi t at i on s

• C i s c o  P f R  s o l ut i o n
o D e t e c t  mu lt i p le  p at h s  an d  
i n t e lli g e n t ly  d i s t r i b u t e  t h e  t r af f i c  
b as e d  u p on  u t i li z at i on  an d  c os t
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P erf orm ance P rof ileA pplication A w areness

E nterp rise N etw ork  Concerns

• C oncern
o M y  a p p l i c a ti on req u i res  a  
v ery  res p ons i v e netw ork

• W hy ?
o T h e a p p l i c a ti on i s  v ery  
s ens i ti v e to d el a y  a nd  l os s  

• C isco® P f R  solution
o A p p l i c a ti on b es t p a th  
s el ec ti on b a s ed  u p on 
a d v a nc ed  c ri teri a :
d el a y ,  j i tter,  M O S ,  l os s ,  etc .

• C oncern
o N ot s u re th e netw ork  c a n 
a c c om m od a te a  new  
a p p l i c a ti on’s  p erf orm a nc e 
req u i rem ents

• W hy ?  
o W e d on’t k now  th e netw ork  
tra f f i c  p rof i l e

• C isco P f R  solution
o A u d i t netw ork  p erf orm a nc e

� Ap p l i c a t i o n s ,  t h r o u g h p u t ,  l i n k s
� F r e q u e n c y  o f  o u t -o f -p o l i c y
� Pr o v i d e  a  l o n g e r -t e r m  v i e w  
o f  n e t w o r k  c a p a b i l i t y
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T rad itional  Routing
� T r a d it ion a l  r ou t in g  u se s st a t ic m e t r ics t o p r ov id e
“r e a ch a b il it y ” in f or m a t ion
N o l in k  u t il iz a t ion  in f or m a t ion
N o D a t a  P l a n e  k n ow l e d g e

� N e t w or k  r e cov e r y  b a se d  on  n e ig h b or  a n d
l in k  f a il u r e s ( u p / d ow n )
N o in f or m a t ion  on  p e r f or m a n ce  d e g r a d a t ion  or  
m a r g in a l  p e r f or m in g  l in k s

� P r ov id e s d e st in a t ion  b a se d  p r e f ix  r e a ch a b il it y  on l y
N ot  t r a f f ic cl a ss or  a p p l ica t ion  a w a r e n e ss
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Cisco Performance Routing
� Cisco® P f R  e n h a n ce s r ou t in g  in  or d e r  t o se l e ct  t h e  b e st  
p a t h  b a se d  on  m e a su r e m e n t s a n d  d e f in e d  p ol icy

� T h e  Cisco P f R  P ol icy  ca n  m in im iz e  cost ,  e f f icie n t l y  
d ist r ib u t e  t r a f f ic l oa d ,  a n d  se l e ct  t h e  op t im u m  
p e r f or m in g  p a t h  f or  a p p l ica t ion s

� Cisco P f R  h e l p s e n a b l e  in t e l l ig e n t  t r a f f ic m a n a g e m e n t
t h a t  ca n  d y n a m ica l l y  r ou t e  a r ou n d  sof t  e r r or s in  t h e  
e n t e r p r ise  W A N  or  I n t e r n e t

� Cisco P f R  m a k e s a d a p t iv e  r ou t in g a d j u st m e n t s b a se d  
on  a d v a n ce  cr it e r ia :

R esponse time,  pack et loss,  j itter,  M ean O pinion S core ( M O S ) ,  
path av ailab ility ,  traffic load  and  cost policies
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R e mot e  
O f f i c e

C amp u s

Cisco Performance Routing 
E nterp rise WA N  

C i s c o ® P f R  S t r a t e g y
• B es t p a th  b a s ed  u p on p ol i c y  a nd  rea l -ti m e p erf orm a nc e m etri c s
• A d a p ti v e rou ti ng  b a s ed  u p on a p p l i c a ti on p erf orm a nc e c ri teri a :  
v oi c e,  v i d eo,  m i s s i on-c ri ti c a l  a p p l i c a ti ons ,  etc .

SO H O

B o t t l e n e c k s

SiSi

O p t i mi z e  b y :  
R e ac h ab i li t y ,  d e lay ,  los s ,  j i t t e r * ,
M O S* ,  t h r ou g h p u t ,  load ,  an d  c os t

S Q L  P ath

Best M etric P ath
S Q L  P ath

E-M ail P ath

M P L S or
P r i mar y  I SPSiSi

SiSi

ISP B ISP CISP A
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I S P A

I S P B

I S P C

I S P D

I S P E

I S P F I S P G

I nt e rne t

W e b
E m a i l

I M

Performance Routing ( PfR)
I nternet Presence
� I m p ro v e d  us e r e x p e ri e nc e
� I nc re as e d  av ai l ab i l i t y
� C o s t  m anag e m e nt

C o s t  p o l i c i e s  
B e t t e r ut i l i z at i o n

I S P 1

I S P 2

www.foo.com

I ni t i al  e nd -us e r p at h

N e w  e nd -us e r p at h
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M anaging A p p l ication Performance 
PfR Control  L oop

L e arn A p p l i c at i o ns  
o n t h e  N e t w o rk

M e as ure  
A p p l i c at i o n 
P e rf o rm anc e

A p p l y P e rf o rm anc e  P o l i c i e s  t o  M e as ure m e nt s

R e -R o ut e  t o  S us t ai n
P e rf o rm anc e

V e ri f y E nf o rc e m e nt
and  P e rf o rm anc e
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H ow  to V erify  A p p l ication Performance
• I s d estination netw ork  reachab le?

o E x a m i ne rou ti ng  i nf orm a ti on

• I s application reachab le?
o B i d i rec ti ona l  tra f f i c  to or f rom  a p p l i c a ti on

T rad itional 
I P  R ou ting

P erformance 
R ou ting

• I s application performing?
o R ou nd -tri p  ti m e 
o O ne-w a y  d el a y
o L os s
o J i tter a nd  M O S
o T h rou g h p u t
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S oft E rror D efinition
Any issue which noticeably degrades 
ap p lication p erf orm ance p rior to conv ergence
E x a m p l es :

U na u th ori z ed / u nv eri f i ed  c onf i g u ra ti on c h a ng e
Interm i ttent p h y s i c a l  c onnec ti on ( f l a p p i ng )  
N ew  a p p l i c a ti on req u i rem ents  ( c ong es ti on)
U nf ores een h a rd w a re/ s of tw a re c orner c a s e

Routing protocols focus on prefix reachability
N ot all issues are k now n ahead  of tim e
M ay not force routing conv ergence
C onv ergence m ay not be fast enough 
I m pact d epend s on application
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S p ecify ing PfR T raffic Cl asses

* Q1FY07 1 0 . 0 . 0 . 0 / 8
2 0 . 1 . 1 . 0 / 2 4

T r a f f ic Cl a ss T y p e E x a m p l e

A C L 1 0 . 1 . 1 . 0 / 2 4  d s c p  ef
1 0 . 1 . 1 . 0 / 2 4  d s t-p ort 5 0
1 0 . 1 . 1 . 0 / 2 4  tel net
2 0 . 1 . 0 . 0 / 1 6  s s h

W e l l -k no w n

Destination Prefix 

A p p l ic ation 

1 0 . 1 . 1 . 0 / 2 4  nb a r R T P
2 0 . 1 . 1 . 0 / 2 4  nb a r c i tri x

D ynam i c
R e c o g ni t i o n

Coming
S oon
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I S P 1 / W A N 1

I S P 2 / W A N 2

PfR Comp onent D escrip tions
� M a st e r  Con t r ol l e r  ( M C)

C isco I O S ® S oftw are featu re
A pply  P olicy ,  V erification,  R eporting
S tand alone or collocated  w ith BR
N o rou ting protocol req u ired
N o pack et forw ard ing/ inspection req u ired

� B or d e r  R ou t e r  ( B R )
C isco I O S  S oftw are featu re in 
forw ard ing rou ter
L earn,  M easu re,  Enforcement
U ses emb ed d ed  I O S  technologies

M C
B R

B R
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B R 2

C o m m a n d

R e s p o n s e

I nformation F l ow
� M C  c o n t r o l s  a l l  o p e r a t i o n

Is s u es  c om m a nd s to B R s
C onta i ns  tra f f i c  c l a s s / l i nk  d a ta
R ep orts  ev ents
R ep orts  m ea s u rem ents
M a k es  P ol i c y d ec i s i ons

� B R  r e sp on d s t o M C com m a n d s
S end s  res p ons es  to M C
U s es  em b ed d ed  IO S  tec h nol og y
M ea s u res tra f f i c  c l a s s  p erf orm a nc e
M ea s u res l i nk  p erf orm a nc e
E nf orc es p erf orm a nc e b a s ed  rou ti ng

B R 1

M C
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S ol ution T op ol ogies
B ranc h  O f f i c e

H e ad q uart e rs / D at a C e nt e rs

I S P 1 / W A N 1

I S P 2 / W A N 2
B R

M C / B R
M C / B R

M C

I S P 1 / W A N 1

I S P 2 / W A N 2
B R

B R

C om p onents
� B R —B or d e r  R ou t e r  ( F or w ar d i n g  P at h )
� M C —M as t e r  C on t r olle r  ( D e c i s i on  M ak e r )

S m al l  O f f i c e
I S P 1

W A N
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Performance Routing ( PfR)
E nterp rise WA N  D esign

B r a n c h  
O f f i c e

W A N  a cce s s  l i n k s  a r e  b i g g e s t  
e n d -t o-e n d  b ot t l e n e ck !

T r a f f i c  o p t i m i z e  b y :  
R e a c h a b i l i t y ,  d e l a y ,  l o s s ,  j i t t e r ,

M O S ,  t h r o u g h p u t ,  l o a d  a n d / o r  $ c o s t

S ma l l  O ffi ce

H ead q uarters

B ot t l e n e ck s !M C

P fR C om ponents
• B R —B or d e r  R ou t e r
• M C —M a s t e r  C on t r ol l e r

B R

B R
B R

M C/ B R

M C/ B RI S P  A I S P  B I S P  C

B y  d e fa u l t  b e s t  p a t h  b a s e d  on  
l owe s t  me t r i c,  cos t ,  or  h op s !

M P L S  o r
P r i m a r y  I S P
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E nterp rise V PN  D ep l oy ment
O p timiz e V oice T raffic

I N T E R N E T

T u n n e l 0
T u n n e l 0H ead q uarter

s
M C

BR

B R R e m o t e  
O f f i c e

B R

M C / BR

I S P 1

T u n n e l 1 I S P 2 T u n n e l 1

J i t t e r  2 0  ms

J i t t e r  5  ms

• V oi c e q u a l i ty  i s  b a s ed  u p on th e M ea n O p i ni on S c ore ( M O S )
• M O S  i s  c a l c u l a ted  w i th  j i tter,  d el a y  a nd  l os s  m ea s u rem ents
• P f R  w i l l  s el ec t th e p a th  f or V oIP  w i th  h i g h es t p erc enta g e M O S  

T u n n e l1  – 9 5  ou t  of  1 0 0  s amp le s  h ad  M O S > =  4 . 0 0  � B e t t e r
T u n n e l0  – 8 0  ou t  of  1 0 0  s amp le s  h ad  M O S > =  4 . 0 0
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Cisco PfR and  Cisco WA A S  I ntegration
A d ap tiv e WA N -O p timiz ed  N etw ork
• C i s c o® W i d e A rea  A p p l i c a ti on S erv i c es  ( W A A S )  op ti m i z es
th e T C P  s es s i on

o R e d u c t i on  i n  lat e n c y  an d  d at a on  t h e  w i r e
• C i s c o P f R  m oni tors  a nd  op ti m i z es  W A N  p a th  s el ec ti on

o N ot  all W A N  p at h s  ar e  e q u al:  lat e n c y ,  los s ,  t h r ou g h p u t ,  e t c .
• C i s c o W A A S  netw ork  tra ns p a renc y  a l l ow s  P f R  b es t p a th  
s el ec ti on p er T C P  s es s i on

C i s c o  W A E

C i s c o  W A E

C l i e n t

B ra nc h  O f f i c e

M P L S-V P N

I P s e c  ov e r
I n t e r n e t

D a ta  C enter

Se r v e r s

BR

M C

BR

C i s c o  W A E

C i s c o P f R  
D om a i n

C i s c o  Pf R  p l a c e s  SQ L  t r a f f i c  o n  
b e s t -p e r f o r m i n g  W AN  p a t h

M C / BR
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Performance Routing
I ntel l igent L oad  B al ancing

S e rv i c e  P ro v i d e r
B l ue

S e rv i c e  P ro v i d e r
G re e n

M C
B R

B R

B r a n c h  O f f i c e 1

M C / BR

R e g i o n a l  
O f f i c e

BR

B R

B r a n c h  O f f i c e 2

M C / BRM C

H e a d q u a r t e r s

1 ) V id eo stream consu mes a large amou nt of S P  G re e n b and w id th
2 ) P fR  mov es other flow s to the S P  B l ue

P fR load  balancing polices:
L i n k  cos t  $  a n d  me a s u r e d  l i n k  u t i l i z a t i on



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 25

Cisco PfR S ol ution 
D ep l oy ment M ethod ol ogy

M onitoring O nly
• P rofile application performance
• D etect performance anomalies
• I nform netw ork  ad ministrator

S t e p

1
M onitoring and M itigation
• C isco® P fR  d y namically  selects a path 

b ased  on performance

S t e p

2

M onitoring,  M itigation,  and D iagnoses
• L ocaliz e the performance anomaly

S t e p

3
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T y p ical  Cisco PfR Customers

G eneral  M ark et 
S eg m ents

• L ar g e  mu lt i n at i on al 
e n t e r p r i s e

• Small an d  M e d i u m-
s i z e d  B u s i n e s s  
( SM B )

• M an ag e d  s e r v i c e  
p r ov i d e r  or  s y s t e ms  
i n t e g r at or

• C on t e n t  p r ov i d e r
• P or t al
• H os t i n g
• En e r g y
• R e t ai l
• B an k  
• St oc k  b r ok e r ag e  

h ou s e

I nd u stries A p p l ic ation 
I nfl u enc ers

• I P  t e le p h on y
• C i s c o® T e le P r e s e n c e
• B u s i n e s s -c r i t i c al 

ap p li c at i on :  ER P ,  
C R M ,  an d  f i n an c e

• V i d e o on  d e man d  
( u n i c as t )
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PfR Pl atform S up p ort

C i s c o 1 8 0 0  
I SR

C i s c o 2 8 0 0  
I SR

C i s c o 3 8 0 0  
I SR

C i s c o 
7 2 0 0 / 7 3 0 1  

N P E

C i s c o 
C at aly s t ®
6 5 0 0

C i s c o 
7 6 0 0

R elease 1 2 . 4 ( 1 5 )  TC isco 1 8 0 0  - 7 3 0 1
R elease 1 2 . 2 ( 3 3 ) S R B

C isco C ataly st 6 5 0 0
C isco 7 6 0 0

R elease 1 2 . 2 ( 3 3 ) S X H
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K ey  F eatures of Cisco PfR 
M anager b y  F l uk e N etw ork s 
• E x e c u t i v e -l e v e l  r e p o r t s
• N e t w o r k  h e a l t h  r e p o r t s
• F u l l y  w e b -b a s e d
• R e p o r t s  a n d  a l e r t s  o n  
n e t w o r k  e v e n t s

• H i s t o r i c a l  a n d  t r e n d i n g
g r a p h i c a l  r e p o r t s

• T rou b leshooting analy sis
• Easy traffic class and  policy  
configu ration

• S ame d esign as N etF low  and  
I P  S L A  monitoring prod u cts
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• P f R  h a s a  b r oa d e r  t e ch n ol og y  scop e
• P f R  w il l  g r e a t l y  e x p a n d  a p p l ica t ion  in t e l l ig e n ce
• P f R  w il l  l e v e r a g e  O E R  a n d  ot h e r  Cisco I O S  S of t w a r e  
t e ch n ol og ie s t o e n a b l e  a d a p t iv e  r ou t in g  t h r ou g h ou t  t h e  
E n t e r p r ise

PfR and  O E R
What’s the d ifference?

OER
� P refix  
� W A N
� N etw ork  S election
�Ex it R ou ting

P f R
� A pplications
� P riv ate I P  ( M P L S )
� P ath S election
� N etw ork  W id e
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S ta ti c
R ou ti ng

D i s ta nc e V ec tor
D y n a m i c  R o u t i n g

R IP
A d v a nc ed  D i s ta nc e 

V ec tor
EIG R P

Sc a l e  a n d  F a s t  
C o n v e r g e n c e

E G P
In t e r d o m a i n
R o u t i n g  

L i nk  S ta te
O SPF ,  ISIS

Sc a l e  a n d  F a s t  C o n v e r g e n c e

B G P
In t e r d o m a i n

Po l i c i e s  a n d  H i e r a r c h y

O E R
P ref i x  R ou te 
O p ti m i z a ti on

C isco P erform ance 
Routing ( P fR)

A pplication P ath 
O ptim iz ation

I P Routing E v ol ution:  F rom S tatic 
Routing to Performance Routing 

1970s 198 0s 1990s 2 000 2 010+



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 31

B enefits of Cisco Performance Routing
� A p p l ica t ion  p e r f or m a n ce -a w a r e  n e t w or k

Best path continu ou sly  reev alu ated b ased  u pon 
netw ork  performance d ata:  d elay ,  loss,  load ,  etc.

� I n cr e a se d  a p p l ica t ion  a v a il a b il it y  
R ou te arou nd  at first sign of ( soft error)  trou b le

� Cost  m in im iz a t ion w it h  a d v a n ce d  l oa d  b a l a n cin g
L ink  u sage
C ircu it cost
I nb ou nd  and  ou tb ou nd  I nternet presence
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B enefits of Cisco Performance Routing
� Ca p a cit y  p l a n n in g

F req u ency  of policy  v iolations
C an the netw ork  maintain ad eq u ate performance?
A re link s ab le to meet regu lar and  peak  traffic d emand s?

� T r ou b l e sh oot in g
P rov id es netw ork  soft error fau lt d etection

� E a se  of  p r ov ision in g  a n d  m a n a g e m e n t
P rov isioning of netw ork  policies instead  of d ev ice policies
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Reference
� Cisco® P f R  on  Cisco. com

http: / / w w w . cisco. com/ go/ pfr/
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